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* What Conduct?
* Comparisons

 Statements of Compliance
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Not any of these

OWASP code values, core purpose, code of ethics and principles

* Brand usage
* By-laws
* General disclaimer

* Projects

* Projects handbook

Local chapters
* Chapters handbook

* Speaker agreement

* Finance

Conferences

* Speaker agreement
* Training instructor agreement

* Global Conferences Committee policies



Influence targets

* Not these

* Contributors including chapter leaders and project leaders
* Individual members

* Employees

* Committee members

* Board members

* Supporters
* But yes, these

* Government bodies
» Standards groups
* Education institutions
* Trade organizations
 Certifying bodies



With what purpose?

* To define a set of minimal requirements specifying what OWASP believes are the most
effective ways theses types of organization can support OWASP's mission

e OWASP's mission

* "“To make application security visible, so that people and organizations can make
informed decisions about application security risks”




Codes of conduct

* Set of minimal standards

 Normative standards

* Not difficult to achieve




History

* Summit 2011 working sessions

* For Government Bodies, Standards Groups & Education Institutions

- Qutreach to Educational Institutions
- Minimal AppSec Program for Universities, Governments & Standards Bodies

* All participants but especially Jeff Williams, Dave Wichers and Dinis
Cruz

* For Certification Bodies

- Certification

* All participants but especially Jason Taylor and Jason Li
* Subsequently

* For Trade Groups

- Colin Watson
* For Commercial Organizations

- Jeff Williams and Colin Watson
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Fiar @y riisge o distrilbution, you must make lear to others the Roense terms ol this work

The OWASP Application Secary Code of Conduct Tar Cenifying Badiss

Introduction

Az uncerstanding of apolcation seourity becomes 2 crigical part of 2n Indhvidual's skil se£, organizations
are eagerly seeking gudanoe in identfyng krowledpea ole individuals in application secwrity. We believe
that Cerifying Badies can alay a rale 19 empawer anganieations 1o identily seourity-mirded individuals
While D A5F will Aever endoris of suppe any particular certilication, we cffer this code of conduct to
help guide Certityirg Badieg to Bettor serve ofgarizaticrs Thatl are ready o embrace an apalcation
security certilication

Code of Conduct

1. The Certifying Body MUST BOT misrepresent the Certifying Body's certification as
endoried or supported by OWASP.

Wehile DWASP revognizes the ased of orgiairarians raidearifly mdiwduals with on wvoadersranding
of appiicetion securty, OWASP will nof endarse any certifring body or their certificotion. One of
the bedrock princliples of OWWASP ik fo moindoin & vendor-neutral position and ony endovsernent of
& certifring body or their cerhifcotion s in direct controdichon of this core volue, e respect your
gesie to filf o vold i the oppNoobion secwnty sooce ond expect that you will in torm respect owr
care voives ond hrand nome.

2. The Certifying Body MUST include a visible disclaimer if the Certifying Body™s certification
is "based on OWASP materials”.

OWASH will not allow owr brong nome fo be wsed in the certification fitke, However, we welcome o
Certifying Sody fo lewercge toods, docwments, gudelines, ond stondards thot are freeks ovailabie
from OWASF. We recognize Bhaof be such coses, o Cerfifwing Sody may wish 8o inform thelr
gedience that thelr cevtificehion (5 “based on OWAASE materiols”. We are honoved by pour desine
to feveroge QWASE materis’s, but we osk that you hanor the OWASE name ond clearly dischaim
thot wour use of QWASH maofers's doss nof represend on encorsement or assochabion with
CHAAAF.

Recommendations

A The Certifying Body SHOULD collect and publish feedback from certification applicants,
recipients, and organizations recognizing the certification.

Cavtificarions repraeal the Cerrifping Bodys acention thod the recipienl seeld Some mimal
eriferia, a5 defined by the Cerrifing Body, Ovgoaizarians depsid a0 Iharl @iserion witdn
recogaizing o Cerifidng Fodprs certionrian, We Befieve thar arganielioss aeed feedieck fe
effeciively derermine the walue of a cerfification, Wi de sl fopgest whar feedBock shauld be
st o the e r fovms o medfod o chis puisealion: andp il it fepresenils paur desing fo
Frongsily COMMUnInEe The winlue oo EEfedns oF oy cerTilicalion,

B. The Certifying Body SHOULD utilize questions, answers, evaluation material and processes
that are open and freely available to the general public.

rganizations avound the word ore depemding an cerrifiping boaves fo help idenrify individuals
ehed unckerstiovad application securily, Suppiping apen quéEioas and anewers oilows orgoainarions
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The QWASRP Application Secargy Code of Condsst Tor Cenmilfying Bodies T DWWASR A By Code ol Candiact Tar Cenilying Badies
to evaluate for themseives whether or not o cerfficotion odeguately sohisfies Helr need. We osk
vou pahlish the bank of oif guestions ond answers for ony examingtion-boses certiffoation. We do
rot specifiy the exact farm ar method far administering the exom mar for publisiing Hhe guestions References
omd answers; ondy bhat # reprecents yoor desive fo snable arganinohions fo waderctond and I, Projects, CRWASE
evolugte the substonce of pour sxomination as it pevtoing to thelr anpanizotions reec's. OWASR |1_I:!,:h.=_:_.’."www.:|wa_s|: org/rdex ohpfCatepory OWASP_Project
suggests that the certifiing body wees questians ond onswers deveioped by the OWase - - -
COMIMUNITE. i Migmbership, DWASP
|"||| S hanww awas oo Belies ahpdWembseshi |
C. The Certifying Body SHOULD be an OWASP Supporter.
The main banefft of becomiing an GWASP Suppovter is to demonstnote pour belef that
opplicotion secenity i imporfant ang that pou are working fo heln improve the stote of
coplicotion seconity ko the world. OWASP Application Security Codes of Conduct

I groier te achiewe cur missicn, DWASE neecs o take advartage of every speartunity o allect soltwsre
develaprnent everpwhere. AL the OWASR Summi 2001 in Partuga), the ices was created oo Iy 0o
influence educaticnal institutions, goverrement bedies, standards growps, trade ongarizations and

. The Certifying Body SHOULD leverage OWASP by attending our events, wsing our
materials; and asking our experts for help.

OWASE has a lot to offer cevtifiing bodies. We hove frealy ovolioble tools, dotuments, guidelines Eroups active in the bpEdication secwdily space. We et oul 10 deline a sot of minimal requirements Tar
mod stangore's. We bove worldwide svends thot are open fo sverpone ang ol the presentotions these Grganizalians specifyirg whan we Deliewe oo Be the mast eMfeciive was O SUB PG Jur mssion
ore recorced oed downisacahle for use in dossrooms. We even hove packoged curricuis, W cal these reguingments a "code of conduct™ 1o mmply That these are nafmative standarnds, (hey
eimarning, and ecwcotiono materiols thot are ovoloble for potential oppliconts to use and modify represent a miranum haseling, and that they are not diflicult fe achiewe

free of chovge. Certifving bodles ore strangly ancooreged fo recch aut fa our sxperts asdh their

X Cortilying Bodies wishing 1o anncunce their complarce with this Code of Comduct thould read the
guassiions, \0eas, oms even SOTCACIGGEE AN Orojecis.

asseCipted inlarmataon ¢m iatements ol comphamde:

hitps:/hecsw. owasp argfindex. php/OWASE Codes_of ConductiAcompliance

Special thanks 1o Jason Taylar ard Jason L Tor creaticg this document, and fe all the pamicipants in the
wark sessicn on Certification ag the WASPE Surrmsmit 2011 in Pestugal Ter their ideas and contributicns 1o
this @M

The latest wersion of this document, and the other Codes of Conduct, can be found ag:

|h'.I:;.|5:.I',I‘a*.lm.ms-,:-.:|rg.-'|n|:-::-:.|:I';-,n'll:'n.'-'.ﬁ_"pl-'_l'_':ll:-:s_:f_l:arml:

About OWASP

The Coen Welb Apolcation Security Project [OWASP] is a worldwide free and eoen community focused
ari impraving the security of application software. Gur mission is to make applcation seourity visiles, 50
that people and orgarizations cam make irfarmed dec=ions about true apolcation security risks.
Everyone s free to partcioate in OWAS? and all of cur matesdals are available urder 2 free and apen
soitware licerse.
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The OWASP “Green Book”

 The OWASP Application Security Code of Conduct for Government Bodies




Code of Conduct

1.The Government Body MUST establish and enforce a standard that requires application
security for organizations and applications under their jurisdiction.

2.The Government Body MUST build application security into software acquisition
guidelines.

3.The Government Body MUST provide OWASP a “notice and comment” period when
releasing laws and regulations that are relevant to application security.

4.The Government Body MUST define or adopt a definition of application security.

5.The Government Body MUST create and promote public service messages focused on
application security.




The OWASP "Blue Book”

 The OWASP Application Security Code of Conduct for Educational Institutions




Code of Conduct

1.The Educational Institution MUST include application security content somewhere in the
standard computer science curriculum.

2.The Educational Institution MUST offer at least one course dedicated to application
security annually.

3.The Educational Institution MUST ensure that an OWASP Chapter is available to their
students and support it.




The OWASP “Yellow Book”

 The OWASP Application Security Code of Conduct for Standards Groups




Code of Conduct

1. The Standards Group MUST include an “Application Security” section in each software
related technical standard.

2. The Standards Group MUST provide OWASP a “notice and comment” period when
releasing standards that include an application security aspect.

3. The Standards Group MUST define or adopt a definition of Application Security.




OWASP Codes of Conduct

The OWASP "Purple Book”

* The OWASP Application Security Code of Conduct for Trade Organizations




OWASP Codes of Conduct

Code of Conduct

1. The Trade Organization MUST include an “Application Security” section in their own
membership requirements.

2. The Trade Organization MUST provide OWASP a “notice and comment” period when
releasing requirements that include an application security aspect.




OWASP Codes of Conduct

The OWASP "Red Book”

 The OWASP Application Security Code of Conduct for Certifying Bodies




OWASP Codes of Conduct

Code of Conduct

1.The Certifying Body MUST NOT misrepresent the Certifying Body’s certification as
endorsed or supported by OWASP.

2.The Certifying Body MUST include a visible disclaimer if the Certifying Body’s certification
is “based on OWASP materials”.




Similar requirements

Government
Bodies

1. The Government Body
MUST establish and
enforce a standard that
requires application
security for organizations
and applications under
their jurisdiction.

3. The Government Body
MUST provide OWASP a
“notice and comment”
period when releasing
laws and regulations that
are relevant to application
security.

4. The Government Body
MUST define or adopt a
definition of application
security.

(2 more unrelated)

Educational
Institutions

1. The Educational
Institution MUST include
application security
content somewhere in the
standard computer science
curriculum.

(2 more unrelated)

Standards
Groups

1. The Standards Group
MUST include an
“Application Security”
section in each software

related technical standard.

2. The Standards Group
MUST provide OWASP a
“notice and comment”
period when releasing
standards that include an
application security
aspect.

3. The Standards Group
MUST define or adopt a
definition of Application
Security.

Trade
Organizations

1. The Trade Organization
MUST include an
“Application Security”
section in their own

membership requirements.

2. The Trade Organization
MUST provide OWASP a
“notice and comment”
period when releasing
requirements that include
an application security
aspect.

Certifying
Bodies

(2 more unrelated)




Additional recommendations

Government
Bodies

Be an OWASP Supporter
Assign a liaison to OWASP

Encourage educational
institutions to focus on
application security

Leverage OWASP by
attending our events,
using our materials, and
asking our experts for help

Educational
Institutions

Be an OWASP Supporter
Assign a liaison to OWASP

Leverage OWASP by
attending our events,
using our materials, and
asking our experts for help

Encourage interested
students to participate in
OWASP

Standards
Groups

Be an OWASP Supporter
Assign a liaison to OWASP

Leverage OWASP by
attending our events,
using our materials, and
asking our experts for help

Involve a security expert
early in their standard
definition process

Trade
Organizations

Be an OWASP Supporter
Assign a liaison to OWASP

Leverage OWASP by
attending our events,
using our materials, and

Certifying
Bodies

Collect and publish
feedback from certification
applicants, recipients, and
organizations recognizing
the certification

Utilize questions, answers,
evaluation material and
processes that are open
and freely available to the
general public

Be an OWASP Supporter

Leverage OWASP by
attending our events,
using our materials, and

asking our experts for help asking our experts for help

Encourage interested
members to participate in
OWASP



Statements of compliance?

* “Organizations SHOULD clearly communicate that they are in full or partial compliance
with this Code of Conduct”

* Dangers

o "XXX complies with OWASP's codes 100%"
« "XXX is OWASP code compliant"

« "All XXX's training is undertaken under the terms of the OWASP Code of Conduct
on YYYY"




A proposal from Jason Li

Links to OWASP OWASP Code of Conduct
Code of Conduct | EEE Education Institution

e >

efersto
* OWASP Never Never Land Chapter

Requirement #1
B— * N/A (Link to OWASP Membership)

Refers to

Recommendation #1 n . Comtact nfo for
C # Link to Calendar of Edu’s Attended Events
(none exists)
* Link to Organization's OWASP Participation
Page
Grading metric

e.g. 66%, “Good", ? ﬂ [Insert Grading Metric] Compliant

OWASP does not endorse any omganmizations.
Compliance with the OWASP Code of Conduct for
Educational Institutions is based on self-reported
information from the organization. For more
information, visit:

http://sl.owasp.org/CodesOfConduct

* COMS 245: Intro to WebApp Security
http://example.edu/course.php?id=245

Non-compliant
categories



Next steps

* First five

* Finalize v1.1
* Project assessment
* Release

 Promote
 Others




Project web pages

OWASP Green Book

The OWASPE Application Security Code aof
Conduct for Governmeant Bodies
Download the current release

wl.11 draft:

® English version PDF

® English wersion M5 Waord

Translations

Mone are currently awailable.

OWASP Purple Book

The OWASP Application Security Codea af
Conduct for Trade Organizations
Download the current release

vl.11 draft:

m English wersion PDF

s English version MS Word

Translations

Mone are currently available.

OWASP Blue Book

The OWASP Application Security Code aof
Conduct for Educational Institutions

Download the current release
wl.11 draft:

m English version PDF
m English wersion M5 Word

Translations

Mone are currently available.

OWASP Red Book

The OWASP Application Security Code af
Conduct for Certifiing Bodias

Download the current release

v1.11 draft:

m English wersion PDF

m English version MS% Word

Translations

None are currently available.

OWASP Yellow Book

The OWASP Application Security Code of
Conduct for Standards Groups
Download the current release

w1.11 draft:

m English wersion PDF
m English wersion M5 Word

Translations

Mone are currenthy available.

What's missing?

What other types of organization might be
able to support OWASP's mission? What are
the most important things they should do?

Join in the OWASP Codes of Conduct Mailing
List with vour suggestions and feedback.




Make contact

Colin Watson

* colin.watson(at)owasp.org

Codes of Conduct Project
* https://www.owasp.org/index.php/OWASP_Codes_of_Conduct
Ma

* https://lists.owasp.org/mailman/listinfo/owasp-codes-of-conduct

Ing List
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