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Obijective:

Provide a framework
to facilitate a threat
modeling roundtable
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What is a Threat?

< Anything (e.g., object,
human) capable of
performing unauthorized
actions against a software

system

< Possessskills , access,
and resources

OWASP_ NoVA Chapter. https://groups.google.com/forum/#!forum/novaowasp_threatmodeling
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Threat Example

(1)

Malicious Device User

Skills

AJdailbreak device

AReverse engineer software
Alnstall/modify software

Access

AAccess to device
AAccess to apps/browsers
AAccess to device SDK

Resources

APossess device/app
credentials
ADisassemblers proxies

Mobile Architecture

Rate
Aggregation

User
Browser

CSR

Thick Client

Internet

ACH Verify
MQ

Rest

Banking App

Websphere

\ .
\ e,
.

N\

Browser

Smart Phone

3
| o

(Mobile
Facade)
Banking App

I ——
Tomcat

OWASP e 5




Anatomy of an Attack
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Threat Traceability Matrix

How Impact Mitigation

Threat Conceptual Consequence

@ Goals

Attack Tech-Specific Control
Surface Exploits
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Elements of a Threat Model
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Simplified Threat Modeling Framework
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1. Diagram Software Architecture
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Attack Surface

2. Enumerate Attack Surface(s)
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Attack Surface
View
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Threat Traceability Matrix

Who What Impact Mitigation
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3. Each User Class Becomes a Threat

Abuse/Misuse

User Threat Malicious Non -Malicious
Intent Behavior

Account Holder  Malicious Fraud, steal Inadvertent

Customer money, sabotage account lockout

accounts

Customer Malicious CSR Sell sensitive Backup customer

Support customer data

Representative information

(CSR)

Phone User Malicious Device Install malware, Lose phone

User

reverse engineer

app,
jailoreak phone




