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Todayôs Threat Modeling Theme

Keep it simple.
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Objective: 
Provide a framework 
to facilitate a threat 
modeling roundtable
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What is a Threat?

<Anything (e.g., object, 
human) capable of 
performing unauthorized 
actions against a software 
system

<Possess skills , access , 
and resources
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OWASP  NoVA  Chapter:  https://groups.google.com/forum/#!forum/novaowasp_threatmodeling

https://groups.google.com/forum/
https://groups.google.com/forum/
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Threat Example ïMobile Architecture
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Malicious Device User (1)

Skills
ÅJailbreak device
ÅReverse engineer software
ÅInstall/modify software

Access
ÅAccess to device
ÅAccess to apps/browsers
ÅAccess to device SDK

Resources
ÅPossess device/app 
credentials
ÅDisassemblers, proxies
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Anatomy of an Attack
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A neighboring network user

eavesdrops on Internet traffic 

using a network sniffer

and steals another userôs session id . 
Attacker replaces her browser session id 
with victimôs id and gains access to 
victimôs accountthereby impersonating
the victim.

Attack Vector 
(Passive)

Tool

Asset

Actor

Intermediate 
Goal(s)

Goal State
(Success)

WHAT WHERE

WHO HOW
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Threat Traceability Matrix
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Who Where What How Impact Mitigation

Threat

Attack 
Surface

Conceptual
Goals

Tech-Specific
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Consequence

Control
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Elements of a Threat Model
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ÅSoftware 
architecture ï
structure, 
interaction, control 
flow, frameworks, 
services, design 
patterns

ÅThreats

ÅAssets (data and 
function)

ÅAttack Vectors

ÅSecurity 
Controls

ÅNotion of ótrust ô
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Simplified Threat Modeling Framework
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Abuse/Misuse Trust Boundaries

Asset Flow Attack Surface

Traceability
Matrix

Views of a software system
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Builders

Breakers

Gluers
Owners

Abuse/Misuse Trust Boundaries

Asset Flow Attack Surface

Traceability 
Matrix

ÅEnterprise Arch
ÅCTO
ÅShared Services

ÅDevelopers
ÅVendors

ÅProgram
ÅProduct 
ÅProject
ÅBusiness
ÅRequirements
ÅISO
ÅRisk

ÅSSG
ÅExternal Pen Testers

Defenders
ÅInfrastructure
ÅOps
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7+1  Threat Modeling Steps
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Keep it simple.
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1. Diagram Software Architecture
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Attack Surface
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2. Enumerate Attack Surface(s)
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Attack Surface
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Viewpoints
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ÅHigh level architecture
ÅLow level design

ÅInterfaces enabling interaction
o Web, services, middleware, 
data tier, etc.

ÅInteraction model
o Synch, async, transactional
o Stateful, stateless

ÅTechnology enabling interaction
ÅAuthentication/authorization

ÅGluers
ÅBuilders
ÅBreakers
ÅDefenders

ÅDesign/architecture changes
ÅIntegration with:

o Frameworks, toolkits, 3rd

party libraries
o Partners, service providers
o Other enterprise systems

ÅDiscovery, mapping, and other tool 
usage

ÅóWHEREô traceability matrix column

Attack Surface 
View

Design
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Threat Traceability Matrix
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Who Where What How Impact Mitigation

Threat

Attack 
Surface

Conceptual
Goals

Tech-Specific
Exploits

Consequence

Control
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User Threat Malicious 
Intent

Non -Malicious
Behavior

Account Holder Malicious 
Customer

Fraud, steal 
money, sabotage
accounts

Inadvertent 
account lockout

Customer 
Support 
Representative 
(CSR)

MaliciousCSR Sell sensitive 
customer 
information

Backup customer 
data

PhoneUser Malicious Device
User

Install malware, 
reverse engineer 
app, 
jailbreak phone

Lose phone

3. Each User Class Becomes a Threat
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Abuse/Misuse


