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Obijective:

Provide a framework
to facilitate a threat
modeling roundtable
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What is a Threat?

< Anything (e.g., object,
human) capable of
performing unauthorized
actions against a software

system

< Possessskills , access,
and resources

OWASP_ NoVA Chapter. https://groups.google.com/forum/#!forum/novaowasp_threatmodeling
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Threat Example

(1)

Malicious Device User

Skills

AJdailbreak device

AReverse engineer software
Alnstall/modify software

Access

AAccess to device
AAccess to apps/browsers
AAccess to device SDK

Resources

APossess device/app
credentials
ADisassemblers proxies
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Anatomy of an Attack
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Threat Traceability Matrix

How Impact Mitigation

Threat Conceptual Consequence
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Elements of a Threat Model
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Simplified Threat Modeling Framework
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1. Diagram Software Architecture
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Attack Surface

2. Enumerate Attack Surface(s)
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Attack Surface
View
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AOWHERE® traceabildi
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