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Wall Street Journal, March 15th, 2011

Web Firm Suspects Iran Hacked Into It
Internet-Security Company Says It Was Tricked Into Authenticating Fake Sites, Opening 
Access to Data, Not Money
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★ mail.google.com

★ www.google.com

★ login.yahoo.com

★ login.skype.com

★ addons.mozilla.org

★ login.live.com

The Damage
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This [attack] was extremely 
sophisticated and critically 
executed...it was a very well 
orchestrated, very clinical attack, 
and the attacker knew exactly 
what they needed to do and 
how fast they had to operate.

“

”
-- Melih Abdulhayoglu, Comodo Founder
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“All the IPs were from Iran...”
-- Melih Abdulhayoglu, Comodo Founder
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cyber
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All of the above leads us to one conclusion only: 
that this was likely to be a state-driven attack.

-- Melih Abdulhayoglu, Comodo Founder

“
”
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picture
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hack --> war
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“What does this mean?”
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“How would they use them?”
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sslsniff
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“

”
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212.95.136.18 [16/Mar/2011:09:56:03 +0000] “GET http://
www.thoughtcrime.org/software/sslsniff/index.html HTTP/1.1” 200 
“Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.2.13 
Gecko/20101203 Firefox/3.6.13 ( .NET CLR 3.5.30729; .NET4.0E)”
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referrer
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...it was a very well 
orchestrated, very 
clinical attack, and the 
attacker knew exactly 
what they needed to 
do and how fast they 
had to operate.

“

”

vs

-- Melih Abdulhayoglu
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And more embarrassing Google search referrers...

“SSL protocol mitm howto iptables prerouting”
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He just wouldn’t shut up!
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If there were a Secure and Trusted 
DNS this issue would be a moot point! 
We need a Secure and Trusted DNS!

“
”

-- Melih Abdulhayoglu, Comodo Founder
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Comodo admits two more resellers pwned in SSL cert hack
How deep does the rabbit hole go?

The Register, March 30th, 2011
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New hack on Comodo reseller exposes private data
And then there were four

The Register, May 24th, 2011
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What happened to Comodo?
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nothing
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Melih Abdulhayoglu named 
entrepreneur of the year at RSA 
2011.

“
”
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problem
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A Secure Protocol

• Secrecy

• Integrity

• Authenticity
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early 90’s
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! information

Wednesday, September 28, 2011



! e-commerce
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! web applications
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tiny
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< 5 million
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> 4 billion
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< 10 “secure” sites
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> 2 million
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intense pressure
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4am decisions == javascript
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A Secure Protocol

✓Secrecy

✓Integrity

‣ Authenticity
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Client PayPal

A Secure Connection
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Client PayPal

A Secure Connection

Attacker
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entirely theoretical
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certificates 
and 

certificate authorities
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“...a bit of a hand wave.”
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cyber war
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happening every day
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login.live.com?
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Mike Zussman just asked for it.
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Eddy Nigg got mozilla.com 
...with no validation
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VeriSign issued 
“Microsoft Corporation”
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SSL-In-A-Box.com
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These are the people
securing the internet.
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State Sponsored?
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good news
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“total ripoff and mostly worthless”

“total ripoff”
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problem?
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What happened to Comodo?
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What could we have done?
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trustdb -= comodo
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Trust Agility Properties

• A trust decision can be easily revised at 
any time.

• Individual users can decide where to 
anchor their trust.
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one decision for everyone?
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our data, our trust decision
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Trust Agility Properties

• A trust decision can be easily revised at 
any time.

‣ Individual users can decide where to 
anchor their trust.
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Trust Agility Properties

★ A trust decision can be easily revised at 
any time.

★ Individual users can decide where to 
anchor their trust.
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SSL Cert --> DNS Record
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information --> distributed
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trust --> centralized
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DNSSEC == CA System
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Trust Requirements

• The Registrars.

• The TLDs.

• The root.
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domain seizures
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Trust Requirements

• The Registrars.

• The TLDs.

‣ The root.
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Global --> California 501(c)(3)
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COICA, PROTECT IP, etc...
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Trust Requirements

✴ The Registrars.

✴ The TLDs.

✴ The root.
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Perspectives

Dan Wendlandt, David G. Andersen, Adrian Perrig
Carnegie Mellon University
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“perspective” is not new
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• New Protocol

• New Client Implementation

• New Server Implementation
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1) local caching
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Other Nice Things

Servers Do Nothing
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Other Nice Things

!migrate internet
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Other Nice Things

(1) Implement Convergence in the four major browsers.

(2) Be done.
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Other Nice Things

no more self-signed certificate warnings
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Leave with this:

Who do I have to trust?

...and for how long?
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A prescribed set of people, 
forever.
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