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+ Building KeyGen/Crack/Hacks/Malware

¥ Reverse Engineering for Protection
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2tring user = =2tring.Empty;
2tring password = string.Empty;

user= th user.Text;
password = th password.Text:

ool =ame = fal=se;
if {(user.GetHashCode () ==5ystem.Convert.Tolnt32( password))
Same = true;
el=e
same = false;
if (=ame)
{
Svatem.Windows.Forms .MessageBox . Show ("3RME™) ;
el=e
{
fal=e

Syvetem.Windows . Forms . Hes

ageox.Show ("HOT SAME™) ;



private volid bn check Click(object sender, Eventirgs e)

i

string user = string.Empty;
string password = string.Empty:;

13 LINES

password = tbh password.Text;
bool same = false;
if (u=ser.GetHashCode () ==System.Convert.Tolnt3Z2z( password))
Same = tTrue;
else
same = fals=se;
if (=ame)
i
true

Sy=stem.Windows.Forms.MessageBox . Show ("SAME"™) ;

else
{
false
System.Windows.Forms.Mezs=zageBox . Show ("NOT S5SAME™) ;
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private void bn check Click({object sender, Eventirgs e)

i

2tring user =
string password =

user= th_aser.Text;

password =

ool same = false:

if (user.GetHashCode ()

Same = true;
else
same = falszse;
if (=ame)
{
Svatem.Windows.Forms.!
else
{

fal=se

Syvetem.Windows . Forms . Hes

string.Empty;

th password.Text;

string.Empty;

=—=System.Convert.

geBox.Show ("SAME™) ;

ox . Show ("HOT

o e
ral X 0] .
._'.n_I_. :| r

ILE
TO READ

E
C# - 15

ITolInt32 (| password) ) I I 3 1

ASM - 77
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private woid bn_check Clickickject sender,

Q0000000
Q0000005
Q000000a
Q00o0000L
Q000001e
0000001 E
Qoo0o0zs
Qo00002d
Q0000037
Q0000035
0000003k
Q0000034
00000042
Q000004
Q000004f

Q0000054
Q000005e
Q0000081

000000ee
Q000006e
Q0000075
Q000007
Qo000a7E
Q0000084
Qo0000&8s
0000008e
Q0000051
Q0000054
Q000005c
Q00000al
Q00000as

000000ab
Q00000k3
000000ba
Q00000kE
Q00000c4
Q000005
Q00000ce
Q00000d1
Qo0000de
000000db
Q00000el
000000es
Q00000ek

{

string user =

string.Empty;

Mo gword ptr [rspt+l8h], r8
mow gword ptr [rspt+l0h], rdx
Mo gword ptr [rspt8],rcx
suk rap, 88h

Mo gword ptr [rapt+Z0h], 0
mow gword ptr [rsptZEh],0
mo byte ptr [rspt+30h],0
Moy rax, TEFFO01BZ100h

Mo eax, dword ptr [rax]
test EEN, 82X

je 0000000000000042

call FFFFFFFFFELEEBFD

mow rax,lZ6g€l050h

Mo rax, gword ptr [rax]

Moy gword ptr [raptZ0h], rax

string password =

moswr
moT

moswr

string.Empty;

rax, 12681050h

rax, gqword
gword ptr

user= tb_user.Text;

mow
mos
mow
mos
mow
mow
mowr
mow
mowr
call
mos
mow

mowr

password

mow
mow
mow
moT
mow
Mo
mow
moy
mow
call
mow
mow
moT

rax, gword
rax, gword
gword ptr
rax, gqword
gword ptr
rax, gqword
rax, gword
rll, gword
rox, gword
gword ptr
gword ptr
rax, gword
gword ptr

ptr [rax]

[rsp+Z8h] , rax

ptr [rsp+000000%0hR]
[rax+000001CER]
[rap+3B8h] , rax
[rap+3Bh]
[rsp+40h] , rax
[rsp+3EBh]

[rax]

[rspt+40h]

ptr [rap+40h]
[rax+000002BER]
[rap+4Eh] , rax
[rapt+48h]
[rsp+Z20h] , rax

ptE

ptE

ptr

ptr
ptrE

ptr

tb_pasaword._Text:

rax, gword
rax, gword
gword ptr
rax, gword
gword ptr
rax, gword
rax, gword
rll, gword
rox, gword
gword ptr
gword ptr
rax, gword
gword ptr

ptr [rsp+000000%0hR]
[rax+000001D00h]
[rsp+50h] , rax
[rsp+50h]
[rap+58h] , rax
[rsp+50h]

[rax]

[rsp+58h]

ptr [rapt+58h]
[rax+000002BER]
[rapt+e0h] , rax
[rspt+E0h]
[rap+ZBh] , rax

ptr

ptE

ptE

ptr
ptr

ptr

o=t O ada
Eventirgs e)

Q000a0£0

Q0000£S
00000£a
ooofMMEd
Q0000102

00000107
0000010a
0000010e
00000113
00000118
0000011c
00000120
00000124

00000126
0000012k

0000012d

00000132
00000137
00000135

00000123k
00000145
00000148
00000144d
00000151
00000152

00000154
0000015e
00000161
000001es
0000016a

I
000001k
000001ed
00000174

ﬁnmnﬂ
bool same
moss

if (user.ZetHashCocde )

= false;
byte ptr

[rsp+30R], 0

==Syatem.Convert.ToInt3Z | password))

rax,gword ptr [rapt+Zihl]
mo rax,qword ptr [raix]
rox, gword ptr [rapt+Z0hl]
rll ,gword ptr [rspt+tZih]
call gword ptr [rax+50h]
Mo dword ptr [rapte8h],eax
mo rox, quword ptr [rspt+Zgh]
call FFEFFFFFFFEZBSB30
mow dword ptr [rapteCh],eax
Mo eax, dword ptr [rapteChl]
CIE dword ptr [rapteBh],eax
Jne 0000000000000120
Same = true;
mo byte ptr [rsp+30h],1
I 0000000000000132
elae
same = false;
mow byte ptr [rsp+30h],0

if (same)

mMOvEH eax, byte ptr [raspt+30h]
test SEH , BAH
Jje 0000000000000154
{
JS true

System._Windows _ Forms . MessageBox . Show ("S5AME™) ;

mow rcx, 126831500
Mo rox, gword ptr [rox:]
call FEFEFFFFFEAZecDAD
mo dword ptr [rap+70h],eax
nop
e 00000000000001 60

}

elae

{

fF false
System._Windows _ Forms . MessageBox . Show ("NOT S5aME™) ;

Mo rcx, 126631580
mo rox, qword ptr [rex]
call FFFFFFFFEAZ eeDA0
mow dword ptr [rapt74h],eax
nop

}
ufiiia] 00000000000001 60
add rap, 88h
 TEp ret
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THE APP IS RUNNING
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Run and Inject
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ATTACKING ON DISK
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BY PASS PASSWORD
FORML1::ISVALIDPW/()
LDC.14.1
RET


Backup\2- Protect ME 2010!

RECON YOUR TARGET

If you know the enemy and know
yourself, you need not fear the
results of a hundred battles.

- Sun Tzu



http://www.brainyquote.com/quotes/quotes/s/suntzu155752.html
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http://www.aisto.com/roeder/dotnet/Default.aspx?Target=code://mscorlib:2.0.0.0:b77a5c561934e089/System.Security.Cryptography.Rijndael
http://www.aisto.com/roeder/dotnet/Default.aspx?Target=code://mscorlib:2.0.0.0:b77a5c561934e089/System.Security.Cryptography.Rijndael
http://www.aisto.com/roeder/dotnet/Default.aspx?Target=code://mscorlib:2.0.0.0:b77a5c561934e089/System.Security.Cryptography.Rijndael
http://www.aisto.com/roeder/dotnet/Default.aspx?Target=code://mscorlib:2.0.0.0:b77a5c561934e089/System.Security.Cryptography.Rijndael



Backup

101 - ATTACK ON DISK

& Connect/Open - Access Code

& Decompile - Get code/tech
& Infect - Change the target's code

& EXxploit - Take advantage
& Remold/Recompile - WIN



THE WEAK SPOTS

% (Flip The Check

& /Set Value is “True”
& /Cut The Logic

& (Return True

&8 {Access Value




| SEFLVRLUEE THETRUE’




&l RETURN TRUE

bool IsRegistered()

{
Return TRUE;



@icuT THE LOGIC

string sglClean(string x)
{

}

Return X;



PASS THE KEY
SHOW THE KEY


TheBestKeyLogger

-

CRACKTHE KEY—oo

p——

Wl /Public/Private == Change Key
WL /3/B==Name*ID*7 == ASK what is /B?
W/ Call Server == Hack the Call

w'{Demo =True; == Set Value

Wl/Complex Math == Complex Math

1% of the time the KeyGen Is given



SL/PUBLIC/PRIVATE KEY

If you can beat them
Why join them

Key = “F5PA11JS32DA”

-
Key = “123456 ABCDE”



4w Rl ]
f ;
i A

@/ SERVER CALL

“Send”
1 Fake the Call SystemID = 123456789

2. Fake the Request

3. Fake the Reply Reg Code = f3v541
4. WIn

*Registered = True*



W /REG CODE REPLAY

Nme »0»

JON DOE




§/REG CODE REPLAY




W /REG CODE REPLAY

Nme »0»

JON DOE




$/COMPLEX MATH
1. Chop up the Math
2. Attack the Weak

4. Profit




APPSEC-USA 2011
999ca10a050f4bdb31f7e1f39d9a0dda



TheBestKeyLogger

Encrypted Data

B Static Crypto Key
B Vector init=0
B Clear TXT Password Storage



MID POINT

Q&A



BOOK  Managed Code Rootkits:
Hooking into Runtime Environments

Crom: { Manacep Cobe
' F Roost
Erez Metula S

2

EREZ METULA




WHAT STOPS THIS?

What Is the security?



PROTECTION ON DISK

& Protection — Security

@ Signed code (1024 bit CRYPTO)
@ Verify the creator

@ Strong Names
@ACLs......... M$ stuff

Try to SHUTDOWN
Tampering



PRIVET KEY SIGNING

~ ] Signed code is based on

@ Private Key - 1024 bit
@ Signhed Hash of Code

ldentify and Verify the Author



PROTECTION ON DISK

@Protection - Security by 0b$cr17y
@ Code Obfuscation
@ Logic Obfuscation

@ Unmanaged calls...to C/C++/ASM
@ Shells / Packers / Encrypted(code)

Try to SHUTDOWN
Decompllation



Phone Upgrade pdate
Rec JRErEEyS Cal

Return True,



by Phone Home Update
W= Reg Check DB Call
AP] Twitter




d ‘ICRACK - FAIL

Viarsion 1.4.4 Copyright @ AnavosaSoit 2009

DEMO

FAIL


Backup\1- Androsa

PROTECTION ON DISK
_Obfudcared

n




REVIEW
DOTFUSCATOR

100% effectlve



Application hardening

Control

n
#
oy
x

Technology

pl'(‘\(‘nlilti\'(‘ l)(ll()(-li\()

PreEmptive Solutions © 2009 PfeEm’ﬂn Solutions




PROTECTION ON DISK

Shells

Pack/Encrypt the EXE



UNPROTECTED/PROTECTED




DESKTOP SECURITY

* DON'T SECURE THAT

IT has It locked down the systems

Our systems are protected
We have SMS and Anti-Viris

It Is a little out of my area

The developers know,
about security



IT CAN'F¥ BE THAT EZ

ANVIRSN S tihe

Y |
y/



Reg Check DB Call \&hAs

AP Twitter

Phone Home Update s

7

Secure USB
Dongle




STRONG NAME HACKING




“*q Signed code is based on

@ Private Key - 1024 bit
@ Signhed Hash of Code

SIGNE CODE CHECKING IS
OFF BY DEFAULT



FAKE SIGNED DLL

~

enuine ¢

Microsoft
software
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FAKE SIGNED DLL

Turn Key Checking ON

[HKEY LOCAL_ MACHINE
\SOFTWARE\Microsoft\. NETFramework]
"AllowStrongNameBypass"'=dword:00000000



FAKE SIGNED

genuine
Microsoft
software




ASM THE OLD IS NEW

o @ Shell Code - ASM

E E @ .NET has pointers
@ NO .NET Security
=

THIS IS SCARRY!!
NEVER LET ME CALL
UNMANNAGED




ASM THE OLD IS NEW

static public byte[] ASM Code Calc = new byte[]

i
Ox31, OxF6&, 0Ox56, Oxé4, OxEB, 0Ox76&, Ox30, OxEB, 0x76&, OxOC, OxEB,
0x7&, 0Ox1C, 0Ox8B, Ox6E, 0Ox08, Ox8B, Ox36, OxEB, O0x5D, O0x3C, OxEB,
Ox5C, 0Ox1D, 0Ox78, 0x0l, OxEB, Ox8B, Ox4E, 0Ox18, 0x&7, OxE3, OxEC,
Ox8E, Ox7B, 0Ox20, 0x0l, OxEF, 0Ox8B, 0x7C, Ox8F, OxFC, O0x0l, OxEF,
Ox31, 0OxCO, 0Ox99, 0x32, Ox17, Ox66, 0xCl, OxCA, Ox01l, OxAE, Ox75,

OxF7, Ox66, 0Ox81, OxFL, 0x10, 0OxF5, OxE0D, OxEZ2, 0x75, O0xCC, OxEB,
Ox53, 0x24, 0x01, OxEA, OxOF, 0xB7, Oxl14, Ox4A, Ox8B, O0x7B, 0xiC,
Ox01, OxEF, 0x03, Ox2C, 0x97, Ox68, Ox2E, 0x65, 0x78, Ox65, Ox68,
Ox63, 0x61l, 0Ox6C, 0x63, Ox54, Ox87, 0x04, 0x24, 0x50, OxFF, 0xD5,
0xC3



ASM THE OLD IS NEW

public delegate int funPointer():

windows call to alloc space in the process
[Syvstem. Runtime . InteropServices.D11lImport ("kernel3Z2.d11"™, SetLastError = true) ]

static extern IntPFtr VirtualAlloc (IntPtr lpAddress, Ulnt

m =~

tr dwSize,

BllocationType FlAllocationType, MemorvProtection E£lProtect):

windows call to free space in the process
[Svetem. Runtime . InteropServices.D1lInport ("kernel32™) ]
private static extern bool VirtualFree (IntPtr lplAddress, UIntiZ2 dwSize, TInt3iZ2 dwFreelype):
static public void runfSH ()
{
IntPtr p = VirtualAlloc(IntPFtr.Zero, new UIntPtr((uint) ASM Code.Length),
RllocationType.COMMIT | ZllocationType.RESERVE, MemoryProtection.EXECUTE READWRITE) ;
fJocopy the ASM code into memory (code memory)
System.Runtime.InteropServices.Marshal.Copy( ASM Code, 0, p, ASHM Code.Length);

Ji/build the function pointer to the ASM code
funPointer ASM Function = (funFointer)

Syvstem.BRuntime. InteropServices.Marshal .GetDelegateForFunctionPointer (p, tyvpeof ({funPointerxr)):

; Eun A5SM

v = LSM Functioni():

fffree up the ASM code in mem:)
r

3 )
VirtualFree(p, 0, O0xEB000);



~ ATTACK VECTOR
VISUAL STUDIO

Exploit — Run arbitrary code

Demo
PowerShell - Matrix

Get developer Keys
Attack the SUN & DB
www-pretentioushame-com/misc/
win/_uac_whitelist2-html



Visual Studio2008 - Exploit - PhuckedApp

YOURE NOT A HACKER
WHY SHOULD YOU CARE?

Defend your Applications

Defend your Systems

Verify your Tools\Programs










SECURITY

The Login security check Is

B Does A==
B Does MD5%5 ==

B |s the Pass the Crypto Key



DATA LEAK

The Data sent home Is

B Application Info
B User/ Registartion Info
B Security / System Info



KEY

The Crypto Key Is

B A Hard Coded Key
B The Licence Number

B A MD5 Hash of the Pass
B 6Salt 6MD5 Hash of the Pass




CRYPTO

The Crypto is
B DES 64

B Tripple DES 192

B Rijndael AES 256
B Home MIX (secure/unsecure)



ROOTKIT MMC

CCCCCCCCCCCCCCCC


MMCEx - R&D

FIN



MORE INFORMATION @:

www.DigitalBodyGuard.com
Jon.M@DigitalBodyGuard.com

FIN =1

@000


http://www.digitalbodyguard.com/

