Where we are.. Where
we are going

International Board of Directors
OWASP Foundation

~ Quick Update ~



Mission

Make application security visible so that people and
organizations can make informed decisions about true
application security risk

® What causes?
® Immediate causes — vulnerabilities themselves
® Developers and operators
® Organizational structure, development process, supporting technology
® Increasing connectivity and complexity
® Legal and regulatory environment

® Asymmetric information in the software market



CORE

The Open Web Application Security Project
(OWASP) is a 501¢3 not-for-profit worldwide
charitable organization focused on improving the
security of application software. Our mission is to
make application security visible, so that

people and organizations can make informed
decisions about true application security risks.

Everyone is free to participate in OWASP and all

of our materials are available under a free and
open software license.




Approach == "Open”

Open means rough consensus and running code
Open means free to use and modify

Open means independent

Open means open information sharing

Open means wider audience and participation



Application Security Is
Just Getting Started

® You can’t improve what you can’'t measure
® We need to...

® Experiment

® Share what works

® Combine our efforts

® Expect another 10 years!



Our Successes

® OWASP Tools and
Documentation

® ~15,000 downloads (per
month)

~30,000 unique visitors (per
month)

~2 million website hits (per
month)

® OWASP Chapters are
blossoming worldwide

® 1500+ OWASP Members in
active chapters worldwide

20,000+ participants

® OWASP AppSec
Conferences

®  Chicago, New York, London,
Woashington D.C, Brazil,
China, Germany, more...

® Distributed content portal

® 100+ authors for tools,

projects, and chapters

® Global Citations

®  Professional Association of

Information Security Peers



OWASP

Partnership
Program
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OWASP Individuals
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~ 140 Projects

® PROTECT - These are tools and documents

that can be used to guard against security-related
design and implementation flaws.

® DETECT - These are tools and documents that

can be used to find security-related design and
implementation flaws.

® LIFE CYCLE - These are tools and documents
that can be used to add security-related activities

into the Software Development Life Cycle
(SDLC).



New projects - last 6 months

Common Numbering Project *German Language Project
*HTTP Post Tool Mantra - Security Framework
‘Forward Exploit Tool Project *Java HTML Sanitizer
-Java XML Templates Project Java Encoder Project
*ASIDE Project ‘WebScarab NG Project
‘Secure Password Project *Threat Modelling Project
*Secure the Flag Competition Project Application Security Assessment Standards
*Security Baseline Project Project
*ESAPI Objective — C Project *Hackademic Challenges Project
Academy Portal Project *Hatkit Proxy Project
Exams Project *Hatkit Datafiddler Project
‘Portuguese Language Project *ESAPI Swingset Interactive Project
‘Browser Security ACID Tests Project ‘ESAPI Swingset Demo Project
‘Web Browser Testing System Project ‘Web Application Security Accessibility
°Java Project Project
‘Myth Breakers Project *Cloud - 10 Project
‘LAPSE Project *Web Testing Environment Project
-Software Security Assurance Process ‘iGoat Project
Enhancing Security Options Framework ‘Opa
*Mobile Security Project — Mobile Threat
Model



Current Project Status Mix
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Chapters
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® The more chapters the better!




onferences

Global AppSec Events

Global AppSec Fvents Date Location GCC Rep OWASP Introduction/Keynote
oS AopSec North Amenca 2011 Sept. 20, 2011 - Sept. 2], 2011 Mirnespchs, VAL USA  Mark Brigstow Ertire Board
GO AopSec Loty Amerce 2011 O1L €, 2011 - O1. 7, 2011 oo Alegre, Bracd Lutad Ferrera Tomn Bresnan
Jotel AcoSec Asia 2011 Now. B, 3011 - Nov, 11,2011 Sading. Chira Lucas Forrora Scba
¥ ASpSet Asafec 2011 March 12, 2012 ~ Marh 16, 2012 Sydney, Awstrabe Mord Fazs Apren TBD
ot AgpSec Resoarch 2012 (W) Aty 10, 2012 - Juiy 1), 2012 Aners, Grooce Jotn Wianéer ™0
Wobel AopSec North Amenca 2012 Oct. 22, 3012 - 0. 26, 2012 Austn, X T80 Ertire Board
e ASpSed Lo Averste 2017 New. 14,2012 - Naw. 16, 2012 Buents Ahres, Argeming TRD sd
Regional and Local Events
Event Type Date Location OWASP Introducton/Keynate
OWAND 11 Loca Event Sept. 13, 2011 - Sept, 13, 2031 G ™O
DWASPE Larael 2011 Rogeany Cveret Sept. 15, 2011 - Sept. 15, 2011 Merzhya, larse =0
' DWASP DAY L 2031) Lol Event Sopt. 20, 7011 - Sept, 21, 7031 Ko Lumawr, Mavsa THOD
DWASP BASC 201 Local Event O & 2011 -0, &, 2013 Cambdnrdge, MA RO
DWASS Day Mexn 2011 Local Event Now. 10, 2011 « Now. 15, 2011  Agusacalentes, MX =0
Germany OWASP Day 2015 24 ocal Event Naw, 17, 2011 ~Now, 17. 209  Nonchen ™o
OWASS Beelux 2011 Rogiany Cvert Now. 30, 2011 « Dec. 3, 2012 Lusembouryg 80
AoeSec DC 2012 Regionad Bvert Apgrf 2, 2042 - April 5, 2032 Washington, OC ™o
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»‘ OWASP
SUMMIT

>- 2011
LISBON
PORTUGAL
FEB 8-11

“I saw the ‘blossoming’ of OWASP in Portugal’s
Spring. From an external viewpoint, OWASP has
moved from niche to widely relevant, from
localized to global, from pen testing to SDLC,
from server to every component of the
application’s delivery and use, from InfoSec to
business process relevance.” — Colin Watson




About the \é %
Summit S
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Over 180 application security experts from over |20

companies, 30 different countries, and 44 local OWASP

chapters.

The Summit was NOT a conference — there were no talks,
static presentations, or training seminars. Instead working
sessions were used to author documents, create software,
draft standards, and forge relationships.

Many of the working sessions were on a fixed schedule
determined before the start of the summit. However, just as
many were created “dynamically” by the attendees.



Global Committees

OWASP GLORBAL COMMITTEERS
COMMITTEE ) '
wo'l o Den Comell | Martin Knebloch  Mark Bristow Rex Booth Tin 2w Sen Manics
Memders . prad Causey o Michae! Contes  » Fduardo Neves  » Luces Ferrevn e Dernh » Andrew vor der  » Jusan Oarve
« Ovis St » Ofer Maor ¢ Cecd 5o o Jorn Wiandes Lerna Alyrres Stk + Doug Wason
« Jastin Seate * MHelen G « Fabo Cori » Rahard Cavid Comphell * Seba ¢ Ludows Pt
» Lavry Cosey » Ko Hnjosa Greenterg Mare Flores Oeloararmpder
» Keth Tarper » Scbawten Gione + Ralph Durkes Aexander Fry  * Puncet Mchia
* Yooy Cotlled » Comnie » Jooh Sokel
s Carles Serrio Galdschmec « Nandeop Krarn
» Mohd Fashi Azran Can Keary * L Gestave C.
N Kuerar Borbens
Mateoo Martines
Coln Watzon
Marto Morsra
Srerl Kousaas
Crostion
Pasethanssou
Aogdacants o Arpavadi Gandg™ « Thanderg Yy Maohae! Soovetta & Jawry Mgt
Commitine | - OWASP Pofact 1y o Se .""""l e SN vore Wb o"". |'imus,_.~'; More Members L
LBckng s Background Ouiide DR, furcpe Outsida US.




Volunteers

Public Relations

Project Manager
Drafting Standards

Grant Writers

Technical Editors




Board Election

OWASP is maturing and getting more
democratic

OWASP Governance Expansion —- OWASP updated
its Bylaws and worked out procedures for the upcoming
Board elections. These governance updates will help best
support the dynamic and growing OWASP community.

Currently (5) board members are democratically elected by
then current membership. In 2012 election will provide ALL
board members elected.




Candidates / Contributions and Accomplishments

* Chriotion Belarich « D10 & wiiy voun for sl  « MOV Candlders

 Dave YMidhare B0 8 w0 whe Tor el o Bkt ion [ WAe o Conlidenie

" NLehael Cadlas « DI0 = Wy Vule el o« NEN Candidate

* Febastion Delearsayder « 010 & by voun for sl « Be-liection / Vors of Confidence
2011 Election Results

OWAS? & 2 non-profit governed accerding to its musscn, sthics, core purpose, and bylaws,

Turnout: 7718 (46.2%) of 1670 clactors voted in this ballct.
Top (3) have boen elocted.

Michael Coates - 524 (31.0%)

Dave Wichers - 460 (27.2%)

Sebastian Deleersnyder - 423 (25.0%)

Christen Hewrch « 286 (16.9%)

Your [ngernatonal Board of Dvectors term & offective L-Jan-2017 for (M) months governad by t2e OWASP Dylyws: NS Jwwm Gwnss ong mages/ 806201 106 DA
YLANS oo

OWASE would bt %0 thank Sevply Yoting for for donating the clection system Simplv

otng



Board Roles and Responsibilities

Chair (Michael)
Vice Chair (Eoin)

Historian/Secretary (Brennan)

Treasurer (Matt)
Board Member (Dave)
Board Member (Seba)




OWASP AWARDS







Questions




