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The more secure 
you make 
something, the 
less secure it 
becomes.

Don Norman











H = L 
log N
log 2

where N is the number of possible 
symbols and L is the number of 

symbols in the password



Source : https://defuse.ca/password-policy-hall-of-shame.htm



Source: http://research.microsoft.com/pubs/132623/wheredosecuritypoliciescomefrom.pdf



We conclude that forcing users to choose 
strong passwords appears misguided: this 
offers no defense against the common 
password stealing attacks and there are 
better means to address bulk guessing 
attacks.

D. Florencio, C. Herley, B. Coskun. Do Strong 
Passwords Accomplish Anything? HotSec ’07



Text

Source: http://uxdesign.smashingmagazine.com/?p=95518
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Emperor’s New 
Security Indicators

• 57 subjects
• How many withheld password?

• 0 after HTTPS removed
• 2 after site authentication image removed
• 25 after warning page
• 30 always typed in their password

Source: http://usablesecurity.org/emperor/



• 12 subjects using PGP
• How many sent secure email?

• 3 emailed the private key
• 1 forgot the passphrase
• 7 used their public key to encrypt
• Only 2 of 5 encrypted messages were 

decrypted

Johnny can’t encrypt

Source: http://usenix.org/events/sec99/whitten.html









Your filters are forwarding some of your email to 2 
other email addresses

Warning: We believe your account was recently 
accessed from: Poland











Source: http://www.lookout.net/?p=530



Source: http://www.ischool.berkeley.edu/research/publications/tygar/2007/dynamic



Source: http://cups.cs.cmu.edu/privacylabel/







Balance



Too much security can 
be counter-productive



Usability for us
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